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https://www.malvernpanalytical.com/en/support/product-support/mastersizer-range/mastersizer-3000


 

 

 

 

  

    

 

 

 

OmniTrust integration 181328 

Windows Workflow Foundation Replacement 157958 

Move to .Net 6 157979 

New UI theme 173204 
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OmniTrust configuration 

This section describes the files and directories used by OmniTrust: 

• The minimum file system permissions required for the software to operate correctly. 

• The optional file permissions which may need to be set depending on a user's role. 

• Change folder security permissions manually. Refer to Section 5.1. 

The Administrator has full control to all file and folders. 

• Basic user permissions must be applied to the Everyone group. 

• Advanced users permissions must be applied to a group created for this file type and to 

Advanced users if applicable. 

• Inherited permissions must be disabled, and all other permissions must be removed. 

Folder permission settings: 

• The folders under %ProgramData%\Malvern Panalytical\Regulated Environment must be 

readable by regular users but only writable by administrators / system account. 

• The folders under %ProgramData%\Malvern Panalytical\OmniAccess must be both readable 

and writable by regular users. 

• The folders under %ProgramData%\Malvern Panalytical\OmniTrail must be both readable by 

regular users but only writable by administrators / system account. 

• The folders under %Public% must be both readable and writable by regular users. 

File extensions: 

• Files with extension .config are text (XML) files that can be read in any text editor. They have a digital 

signature to prevent changes. 

• Files with extension .db3 are database files in binary format. 

• Files with extension .log are regular text files (logs). 

• Files with extension .json are regular json files. 
  



  

  

  

 

 

   

 

OmniTrust Advised security settings 21CFR Part 11 - Data files 
 

# File type Extensio

n 

Default path Creation Scope Minimum 

required 

permissions 

(basic users) 

Optional 

required 

permissions 

(depends on 

user role) 

Notes 

1 OmniTrail-

Application 

information.config 

.config %ProgramData%\Malvern 

Panalytical 

\Regulated 

Environment\Applicat

ion Information 

First run User Folder: 

ReadAn

dExecut

e File: 

ReadAn

dExecut

e 

 Application information file with permissions 

descriptions and application version (this file is not 

editable in OmniAccess) 

2 Authentication.confi

g 

.config %ProgramData%\Malvern 

Panalytical 

\Regulated 

Environment\Authentication 

On Software 

Install 

System Folder: 

ReadAn

dExecut

e File: 

ReadAn

dExecut

e 

 It contains the list of authentication sources that 

will be used by Regulated Environment to validate 

user names and passwords during login and 

signature. 

3 MalvernPanalyticalU

serStore.db3 

.db3 %ProgramData%\Malvern 

Panalytical 

\Regulated 

Environment\Authentication 

On Software 

Install 

User Folder: 

ReadAndEx

ecute File: 

ReadAndEx

ecute, Write 

 The Malvern Panalytical User Store database file. 



 

 

 

 

  

    

 

4 Authorization files .config %ProgramData%\Malvern 

Panalytical 

\Regulated 

Environment\Authorization 

On Software 

Install 

System Folder: 

ReadAn

dExecut

e File: 

ReadAn

dExecut

e 

 Examples: 

• ZSXplorer- Authorization.config contains 

the deployed authorization settings (roles, 

members and permissions) for ZSXplorer, 

OmniAccess- Authorization.config for 

OOmniAccess only. 

• OmniTrail- Authorization.config for 

OmniTrail only. 

5 SigningAndReason.c

onfig 

.config %ProgramData%\Malvern 

Panalytical 

\Regulated 

Environment\Signing 

On Software 

Install 

System Folder: 

ReadAn

dExecut

e File: 

ReadAn

dExecut

e 

 File contains the list of possible System Audit 

trail events and, for each one, settings about 

whether signing and reason are mandatory or 

optional. 

6 Synchronization.con

fig 

.config %ProgramData%\Malvern 

Panalytical 

\Regulated 

Environment\System Audit 

Trail 

On Software 

Install 

System Folder: 

ReadAn

dExecut

e File: 

ReadAn

dExecut

e 

 File contains the settings for synchronization of 

data among Regulated Environment instances 

on different machines in the network. 

7 System_audit_trail.d

b3 

.db3 %ProgramData%\Malvern 

Panalytical 

\Regulated 

Environment\System Audit 

Trail 

On Software 

Install 

System Folder: 

ReadAn

dExecut

e File: 

ReadAn

dExecut

e 

 The system audit trail database 

8 OmniAccessStore.db

3 

.db3 %ProgramData%\Malvern 

Panalytical 

\OmniAccess\Configurations 

On Software 

Install 

System Folder: 

ReadAndExecu

te, Write File: 

ReadAndExecu

te, Write 

 File contains authorization data such as roles, 

role members, permissions, etc. 



 

 

 

 

  

    
 

9 Log files for 

OmniAccess 

.log %ProgramData%\Malvern 

Panalytical 

\OmniAccess\Logs 

On Software 

Install 

System Folder: 

ReadAndExecu

te, Write File: 

ReadAndExecu

te, Write 

 Log files can be used for diagnostic and 

troubleshooting purposes. 

10 Log files for 

OmniTrust 

.log %ProgramData%\Malvern 

Panalytical 

\OmniTrail\Logs 

On Software 

Install 

System Folder: 

ReadAndEx

ecute File: 

ReadAndEx

ecute, Write 

 Log files can be used for diagnostic and 

troubleshooting purposes. 

11 OmniTrailSettings.js

on 

.json %USERPROFILE%\AppData\Ro

aming 

\Malvern 

Panalytical\OmniTrail 

By user User Folder: 

ReadAndExecu

te, Write File: 

ReadAndExecu

te, Write 

 File contains user settings for the OmniTrail 

application. 

Preferences such as the number of entries per 

page visible. 

12 Filter files .json %Public%\Documents\Malve

rn Panalytical 

\OmniTrail 

By user User Folder: 

ReadAndExecu

te, Write File: 

ReadAndExecu

te, Write 

 This is the default folder where filter files are 

saved and loaded from. 

 



  

  

  

 

 

   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

Disclaimer: Although diligent care has been used to ensure that the information in this material is accurate, nothing herein can be construed to imply any 

representation or warranty as to the accuracy, correctness or completeness of this information and we shall not be liable for errors contained herein or for 

damages in connection with the use of this material. Malvern Panalytical reserves the right to change the content in this material at any time without notice. 

Copyright: © 2022 Malvern Panalytical. This publication or any portion thereof may not be copied or transmitted without our express written permission. 
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