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MALVERN ACCESS CONFIGURATOR: v2.20

(PSW0303-11)
SOFTWARE UPDATE NOTIFICATION

Introduction

This document details the release of software PSW0303-11; version 2.20 of the Malvern Access Configurator (MAC)
software.

The MAC is a utility that provides a flexible method of configuring access control for compatible applications from
Malvern Panalytical, including the utility itself. The system is based on the assignment of roles to particular Windows
users or groups, each of which can be configured to allow certain specific permissions within the compatible Malvern
application.

Use of the MAC is required to enable the access control features of the control software for certain Malvern products,
including the Mastersizer 3000, OMNISEC, PEAQ-DSC and Kinexus. A guide is available for these products describing
how the MAC is used. Please reference to the product software CD-ROM.

Note:
3 v2.20 is an English language only release. Any previous localization translations are not active in this release.

Installation

It is assumed that you have authority to install or update software within your facility. It is also assumed that you have
Administrator rights for the system upon which the software is installed, as this is a requirement of the installation
process. If you do not have this authority please consult with your I.T. support department before proceeding.

Minimum system requirements

If the MAC utility is used on a computer controlling a Malvern product, the recommended system requirements will
necessarily be those advised for Malvern product itself.

Installation instructions

Prerequisites

The Malvern Access Configurator software requires Windows 7 or Windows 10 to be installed. In addition, the .NET
v4.6.1 or later framework must also to be installed.

Installing the software

The software comes as a single executable installer (setup.exe). The executable installer will be found on the CD supplied
with the Malvern Panalytical product - in the directory called ‘Malvern Application Configurator’.
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Simply run the installer and follow the onscreen prompts to install the application.

-

Welcome to the Malvern Access
Configurator Setup Wizard

This will install Malvern Access Configurator 1.95.5912, 18663
on your computer,

Itis recommended that you dose all other applications befare
continuing.

Click Next to continue, or Cancel to exit Setup.

Mext = ]| Cancel

%

At the end of installation, you will see this window:

5 Setup - Malvern Access Configurator |iI_I_J

Completing the Malvern Access
Configurator Setup Wizard

Setup has finished installing Malvern Access Configurator on
your computer. The application may be launched by selecting
the installed icons.

Click Finish to exit Setup.

If you don't wish to run MAC immediately, remove the tick from the checkbox. Press finish, and the installation is
complete.

Uninstall procedure
The software should be uninstalled using the standard Add/Remove Programs feature in the Windows ‘Control panel'.

Compatibility

MAC v2.00 or higher is not compatible with permission files generated with versions of the application prior to v1.50.
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Main new feature description

Searching and exporting the audit history

The audit trail viewer within the MAC application has been updated to enable easier review of audit entries.

When an Audit Trail is opened, the detail for each entry can be seen on the righthand side of the screen, enabling easier
review of audit information:

CProgramDuta\Mshve. iLArchive mpal X

Application: Mastersizer (export v
Timestamp User Name Ackion Type UserID Computer D File Name CAProgramDataiabvem A Da i

Record & i PoF
4/27/2018 123208.. MiLsajohnson Snut down S15-21-8243488..  millocal UREMAJOHNSON B Ror A Avicighel ek e O . . . » =y i
A/Z7/2018 123201, Mlsjohnzen Meanrement Fle . §:2-5-21 .« milacal UREMAIGHNSON =
42772018 123346 MiL\siohnson Record Created .+ millocsLUREMAJOHNSON o L
A2IB 23T Milajohmson Record Averaged millocal UREMAIOHNSON

WZP/2018 123145, MILsjohnson Sample Messurem millocaLUREMAJOHNSON

4(Z7/2018 1232:45..  MiL\ajohnson Recard Created .. millocal UREMAJDHNSON
272018 123227 Milajshrson Record Created + miklocal UREMAIDHNSON
4/27/2018 1232:09..  MiL\ajshnson Fecard Created . millacal UREMAJOHNSON

#/Z7/2018 122824, Milsjohrson
WIF/I018 122601, Milajshnsen Start-up
WZP/2018 1227:53...

Measurement Start. . millocal UREMAJIOHNSON
... millaeal UREMAIOHNSON

Shut down . miklocal UREMAJDHNSON

A(2ZF/2018 122751... Audlit Trails Feiger,. laeaLUREMAIOHNSON

4/27/2018 122751

L Auditing Breached
A/27/2018122751.. MiLsjohrson

LUREMAJOHNSON

File Upgraded 2162343488, millocal UREMAIOHNSON

Once an Audit Trail has opened, it is also possible to filter the audit entries based on Date/Time, user name, action type
and User ID:

=

licatior: Mastersizer Export ¥/
P

4272018 123201
22018 123146
422018 123196
4272018 123146,
H2TI0IE 125146
422018 133137
41272018 123109...
WIS 2.

MilLiajo| 71 Auit Trsls Fader Changed
WiLsgje ) Audiing Breoched
1 File Upgroded
| Mesmmement e Saved
WiLeje| 7 Mezsmement Started
Wi T Record Averaged
| Record Crested
| Sample Measuremant Completes
MIL'aje] 1] Shust o

wiage [ Satun

S1:5-2162343488,..
§-1-5-21-62343455..
15 Z14234348...
152162343458,
5157167343458,
18142343488
§+1-5-21-62343458..
152142343485,

Timestamp User Name Action Type = UserlD Computer 1D File Name c emlrzn i, repot L meves
Record & 4
400812200, MIL (Sebect Al §-1-3-21-62343485..  milloealUREMAIOHNSCH Repson for Change  Average of 3 secerds from AP . m st Ciah .

miliocal UREMAIOHNEON
miliecal UREMAIDHNSON
miLieep UREMAIOHISON
millocel UREMAID NSO
il loca UREMAIDHINSON
il iocal UREMAIOHIEON
mil locs UREMAID HINSON
riliesal UREMAIO KIS 0N

272018122601, ML'ajohnsce Startup S1-5-21-62343488..  milioealUREMAOHNSON
2B 1LITE. Milajohnsce Shut dorwn 5-1-5-Z1-62343458...  millocs UREMAJOHNSGH
LTSI, MiLajehnsce Mol Traiks Folgier_.  5e1.3:71-67343488.  nulioeal UREMAIOHNSOMN
/2T01E12ITSL. MiLsajohnsce duditing Breached  §-1-5-Z1-62343458..  millocslUREMAIOHNSOH
WIS UITHL.  MIjohnece File Upgrades 5-1-5-Z1-62343485,..  naliced UREMAIDHINSON

ey Velue

To Export the entire audit trail, or the list of entries obtained with filters applied, click on the export button dropdown in
the top-right corner of the Audit Trail viewer ( ). The audit trail can be exported in PDF, XML or CSV formats. By
default, the file will be saved into the ...Malvern Instruments\Mastersizer 3000\Audit Exports\ folder.

Example of the exported files are shown below.

Software Update Notification for Malvern Access Configurator v2.20 (PSS0303-11) 3



\\\// Malvern

N\ .
QO Panalytical

PDF export

LA
Malvern

Audit Trail Export - Mastersizer 3000

Date range
20/03/2018 00:50:35 to 29/03/2018 12:27:34

Filtered Audit Trail

Timestamp User Name User ID Computer ID Action Type
29/03/2018 10:22:48 MIL\rmutbeem S-1-5-21-623434881- mil local UKREMRNUTB | Start-up
1009198268- EEM
2996851928-1573
29/03/2018 10:22:37 MIL\Mallnstall S-1-5-21-623434881- mil.local UKREMRNUTB | Shut down
1009198268- EEM
2996851928-21636
29/03/2018 09:50:35 MIL\Mallnstall S-1-5-21-623434881- mil local UKREMRNUTB | Auditing Enabled
1009198268- EEM
2996851928-21636

XML export

Audit Trail Export
Andit Trail export details

2018-04-30 111400
MIL AHorion
Mlastersarer Saftname v3. 701803 270 Alpha (noa-vahidated)

Date-Range

From: 11042018 10:-24:57

To: 30042008 111358

Filtered Audit Trail

The filtered Audst Traal, [T no able s Siplaved thes the filters sppleed rensrned 22 eeiul

IO 018 111349 MIL AHorton |5-1-5-21-623434881- 1009 196 168-20068 519 28-297 53 mil kecal UKMAL 1T339% | Stan-up

30042018 1104 55 [MIL AHorton [5-1-5-21-823434851 1009 158 368- 20068 51028- 29753 [anil loeal UKMAL 1 T35 |5 an-up

3004018 10:22:27[MIL AHorton [5-1-5-21-813434881- 1009 158 18- 20068 519 28-29753 mil local UKMAL 173399 |Record Created

3004 018 1022 26[MIL AHorton [3-1-5-21-823434381- 1000 198 24E- 200685 1928. 29753 [mil local UKMAL1T339% [Record Averaged

3042018 1022 36[MIL AHorton [5-1.5.21.8234 34881 - 1000 15248 200685 1928.29753 mil bocal UKMAL 173355 |Sample Mearoremest Completed
300042018 10:22:36[MIL Aborton [§-1.5-21.2343458 - 1009 198268 2096831928297 33 |mil bocal UXMAL 173355 |Record Created

30042018 10: 2203 [MIL AHoeton 5152160343488 1 - 1009 198268 2906831928297 53 [mil bocad UKMAL 173355 |Record Creaned

JO04/2018 10:21 40[MIL AHorton [5-1-5-21-823434551-1009 198 168- 2006851 028-297 53 [mil boe sl UKMAL 1 T3399[Record Cremed

+ 30042018 10:2017[MIL AHonen [5-1-5-21-433434881- 1000 198268- 20088 51028- 20753 mil el URMAL 173309 |Record Cremed

| #

* |% | |+

In the XML export, click on the '+ next to the action to see any expanded mode properties.

CSV export
| A | B | C | D | E | F | & | H | I
1 |Audit Trail - Timestamp User Name User 1D Computer ID Action Type Filters - Action Type
2 13/06/2018 11:11 MILvAHomon  5-1-5-21-623434 mil.local.UKN Login Successful Auditing Breached
3 | 13/06/2018 10:36 MIL\AHoon  5-1-5-21-623434 mil. local UEN Login Successful Ingufficient Records Created
4 | 12/06/2018 15:02 MILVAHorton  5-1-5-21-623434 mil.local.UEN Login Successful Measurement Started
5 12/06/2018 11:39 MILvAHomon  5-1-5-21-623434 mil local UKN Login Successful Record Averaged
6| 12/06/2018 11:38 MIL\AHOMon _ $-1-5-21-623434 mil.local.UKN Login Successful Login Successful
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New features list

This version of the MAC software includes the following new features.

e L —

84725 MAC must be able to open and view audit trails produced by Mastersizer 3000 v3.70 or higher
84731 Provide the ability to export and print audit trails

84733 Provide security permissions for audit trail export functions

84734 Improving the performance of caching LDAP / Active Directory queries

12828 Export destinations for security permission files should be remembered by application context.
84811 Version control should be provided for exported permissions files

73006 Provide means of comparing the security configurations for a given product

82270 Allow MAC to view OMNISEC per-item audit trails

Fixed issues list

The main issues fixed in this release of the MAC software are confirmed in the table below.

80692 Administrator check fails on some customer networks

86927 ‘Valid From'’ fields can be set to a time in the past with user and permission configuration dialogues
83093 Translation errors cause an incorrect space to be inserted in xml file names (**. xml or ** .xml)
76298 Multiple windows can be resized such that they are too small to see any information

76297 Role columns cannot be resized after a user opens the Role Detail window

Known issues list

The issues found in this release but not rectified are listed below.

92511 Unable to install previous software versions without first manually uninstalling v2.20
91998 Valid from/to dates are not saved in the Role settings the first time a value is entered
91968 Valid to/from dates remain in the date window when a change is cancelled

91967 Timed permissions do not activate unless the software is restarted

As mentioned earlier in this document, this release is an English language only version. Some translations had been
reported as not being correct. It is intended that an update to the translations will occur in a later release.

Also, some help files have not been fully updated to incorporate recent release features, these will also be updated in a
future MAC release.
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MALVERN PANALYTICAL

Malvern Panalytical Ltd. Malvern Panalytical B.V.
Grovewood Road, Malvern, Lelyweg 1, 7602 EA Almelo,
Worcestershire, WR14 1XZ, Netherlands

United Kingdom

Tel: +44 1684 892456 Tel: +33 546 534 444
Fax: +44 1684 892789 Fax: +33 54 534 598

info@malvernpanalytical.com
www.malvernpanalytical.com

Disclaimer: Although diligent care has been used to ensure that the information in this material is accurate, nothing herein can be construed to imply any
representation or warranty as to the accuracy, correctness or completeness of this information and we shall not be liable for errors contained herein or for
damages in connection with the use of this material. Malvern Panalytical reserves the right to change the content in this material at any time without notice.
Copyright: © 2018 Malvern Panalytical. This publication or any portion thereof may not be copied or transmitted without our express written permission.




